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INCIDENT HELP SHEET

Suspected
Employee Data
Theft

Overview

Employee data-loss investigations are highly sensitive. Evidence should be preserved discreetly
before access, logs or devices are altered.

Act quickly

If sensitive data is actively leaving the organisation, authorised containment may need to happen
immediately while evidence-preservation steps are documented.

What to do now

01 Limit access carefully

Use authorised administrative controls
to protect data without unnecessarily
alerting the subject.

02 Preserve logs

Retain identity, file-access, email,
cloud, endpoint, USB and network
records.

03 Secure relevant devices

Identify company laptops, phones,
removable media and other assets
that may contain evidence.

04 Preserve account data

Retain mailbox, cloud-storage and
collaboration records in accordance
with policy and legal advice.

05 Document every action

Record who took each preservation or
containment step and when.

06 Coordinate internally

Involve appropriate HR, legal, security
and management personnel on a
need-to-know basis.
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What not to do

! Do not confront the employee before preservation if that could trigger deletion or destruction of
evidence.

! Do not browse through a device informally; examination can change metadata and activity records.

! Do not wipe, reassign or rebuild the user device until relevant evidence is preserved.

! Do not exceed your lawful authority or internal policy when accessing personal or employee data.

Evidence to preserve

✓ Endpoint and security logs

✓ USB/removable-media history

✓ Cloud-storage and file-access logs

✓ Email and collaboration records

✓ Company device images where appropriate

✓ Employment timeline and relevant policies

✓ A documented chain of custody for collected material

Before speaking to a forensic specialist

Keep the original device or account available, avoid unnecessary changes, write down the sequence
of events while it is fresh, and explain any containment or recovery actions already taken. The more
complete the context, the easier it is to assess what evidence may still be available.
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Need help now?

Digital Forensics can assist with evidence preservation, forensic examination and clear reporting.

Phone: 01634 672677
Email: info@digital-forensics.co.uk
Web: digital-forensics.co.uk


